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private static boolean isPasswordRequired(final File file)
    throws IOException {
  PdfReader reader = new PdfReader(file.getAbsolutePath());
  boolean isEncrypted = reader.isEncrypted();
  reader.close();
  return isEncrypted;
}
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/**
 * Checks if PDf is encrpyted
 * @param file - path of PDF file
 * @return true, if PDF is encrypted, otherwise false
 */
private boolean isPDFEncrypted(final String file) {
  PdfReader reader;
  String ownerPass = mContext.getString(R.string.app_name);
  try {
    reader = new PdfReader(file, ownerPass.getBytes());
  } catch (IOException e) {
    e.printStackTrace();
    return true;
  }
  //Check if PDF is encrypted or not.
  if (!reader.isEncrypted()) {
    showSnackbar(mContext, R.string.not_encrypted);
    return false;
  }
  return true;
}
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private PdfName getSignatureHashKey(String signatureName) throws NoSuchAlgorithmException, IOException {
  PdfDictionary dic = acroFields.getSignatureDictionary(signatureName);
  PdfString contents = dic.getAsString(PdfName.CONTENTS);
  byte[] bc = null;
  if(!reader.isEncrypted()) {
    bc = contents.getOriginalBytes();
  }else{
    bc = contents.getBytes();
  }
  byte[] bt = null;
  if (PdfName.ETSI_RFC3161.equals(PdfReader.getPdfObject(dic.get(PdfName.SUBFILTER)))) {
    ASN1InputStream din = new ASN1InputStream(new ByteArrayInputStream(bc));
    ASN1Primitive pkcs = din.readObject();
    bc = pkcs.getEncoded();
  }
  bt = hashBytesSha1(bc);
  return new PdfName(Utilities.convertToHex(bt));
}
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metadata.set("pdf:cryptoMode", ""+getCryptoModeAsString(reader));
metadata.set("pdf:openedWithFullPermissions", ""+reader.isOpenedWithFullPermissions());
metadata.set("pdf:encrypted", ""+reader.isEncrypted());
metadata.set("pdf:metadataEncrypted", ""+reader.isMetadataEncrypted());
metadata.set("pdf:128key", ""+reader.is128Key());
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metadata.set("pdf:cryptoMode", ""+getCryptoModeAsString(reader));
metadata.set("pdf:openedWithFullPermissions", ""+reader.isOpenedWithFullPermissions());
metadata.set("pdf:encrypted", ""+reader.isEncrypted());
metadata.set("pdf:metadataEncrypted", ""+reader.isMetadataEncrypted());
metadata.set("pdf:128key", ""+reader.is128Key());
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if (cert == null)
  cert = v.getAsArray(PdfName.CERT).getAsString(0);
if(!reader.isEncrypted()) {
  pk = new PdfPKCS7(contents.getOriginalBytes(), cert.getBytes(), provider);
}else{
if(!reader.isEncrypted()){
  pk = new PdfPKCS7(contents.getOriginalBytes(), sub, provider);
}else{
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file = reader.getSafeFile();
this.append = append;
if (reader.isEncrypted() && (append || PdfReader.unethicalreading)) {
  crypto = new PdfEncryption(reader.getDecrypt());
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file = reader.getSafeFile();
this.append = append;
if (reader.isEncrypted() && (append || PdfReader.unethicalreading)) {
  crypto = new PdfEncryption(reader.getDecrypt());



	





com.itextpdf.text.pdfPdfReaderisEncryptedJavadoc
Returns true if the PDF is encrypted. 


Popular methods of PdfReader
	<init>Reads and parses a PDF document.

	getNumberOfPagesGets the number of pages in the document. Partial mode: return the value stored
in the COUNT field o

	closeCloses the reader, and any underlying stream or data source used to create the
reader

	getPageNGets the dictionary that represents a page.

	getMetadataGets the XML metadata.

	getPageSizeGets the page from a page dictionary

	getPageSizeWithRotationGets the rotated page from a page dictionary.

	getCatalogReturns the document's catalog. This dictionary is not a copy, any changes will
be reflected in the 

	getInfoReturns the content of the document information dictionary as a HashMap of 
String.

	getPdfObject
	getPdfObjectReleaseReads a PdfObject resolving an indirect reference if needed. If the reader was
opened in partial mod

	selectPagesSelects the pages to keep in the document. The pages are described as aList of 
Integer. The page or


	getPdfObjectRelease,
	selectPages,
	consolidateNamedDestinations,
	getAcroFields,
	getBoxSize,
	getPageNRelease,
	getPageRotation,
	getPdfVersion,
	getStreamBytes



Popular in Java
	Reading from database using SQL prepared statement
	orElseThrow (Optional)Return the contained value, if present, otherwise throw an exception to be
created by the provided s

	onCreateOptionsMenu (Activity)
	getOriginalFilename (MultipartFile)Return the original filename in the client's filesystem.This may contain path
information depending 

	Socket (java.net)Provides a client-side TCP socket.

	UnknownHostException (java.net)Thrown when a hostname can not be resolved.

	SecureRandom (java.security)This class generates cryptographically secure pseudo-random numbers. It is best
to invoke SecureRand

	Deque (java.util)A linear collection that supports element insertion and removal at both ends.
The name deque is shor

	Stream (java.util.stream)A sequence of elements supporting sequential and parallel aggregate operations.
The following exampl

	Loader (org.hibernate.loader)Abstract superclass of object loading (and querying) strategies. This class
implements useful common
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